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CIARAN 
CONLIFFE
TRACK 2 - 17:30 
THREAT MODEL THE 
WORLD

Abstract 
Threat modelling is one 
of the most powerful 
tools available to the 
modern security-minded IT professional to help 
them understand how to pre-emptively defend 
their creations against possible security defects. 
But it can prove confusing, especially if your 
product is a little less vanilla than most. What 
lessons have we learned from years of threat 
modelling? How can we adapt threat-modelling 
techniques in order to fit our particular 
situations? What are some best practices that 
apply regardless of what you’re modelling? And 
how could people have used threat modelling in 
order to anticipate some of the more notorious 
security issues of recent times?

In order to help answer these questions, we’ll 
go through several example threat models of 
real-world systems that you might not think of 
applying it to. From cars to bitcoin exchanges 
to central heating systems, proven patterns are 
deployed in novel situations to illustrate how an 
ounce of prevention can be worth a pound of 
cure.

Bio 
Ciaran is a technologist at Liberty IT; a Belfast 
and Dublin based company that focuses on 
creating world class IT solutions for parent 
company Liberty Mutual. There he’s been 
working in the space between development 
and security for the last seven years, after ten 
previous years in development. His current 
focus is on automating application security and 
educating developers in how to create secure 
code, and he’s previously spoken on those 
subjects at DevSecCon Boston and AppSec EU.

In his spare time, Ciaran writes a regular history 
column for Headstuff.org, a Dublin-based 
cultural website.  He also enjoys guesting on 
podcasts and occasionally pops up on stage 
in the Workman’s Club in Dublin talking about 
some of the stranger corners of history.

JOSEPH COX
TRACK 1 - 13:30 
JOURNALISTS, 
HACKERS, UNITE!

Abstract 
Hackers and journalists 
don’t always see 
eye-to-eye, but 
investigative journalism 
increasingly relies 
on information or 
documents stolen by hackers. These sort of 
leaks can lead to real change and impact, but 
what actually happens when a hacker reaches 
out to a reporter with a data dump? Drawing 
on real world examples from the speaker’s own 
experience—including breaches at the Justice 
Department, Silicon Valley giants, spyware 
companies, and more—this will be a candid 
talk on that behind-the-scenes dynamic. It will 
discuss what journalists can and can’t do, how 
hackers may want to protect themselves when 
communicating with reporters, and why gaining 
better understanding between journalists and 
hackers is better for everyone.

Bio 
Joseph is a journalist covering cybersecurity, 
the digital underground, and the surveillance 
industry for VICE’s Motherboard.
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KATHERINE 
CANCELADO
TRACK 2 - 16:00 
FROM THE SOURCE 
CODE, TO THE  
INFINITY AND 
BEYOND.

Abstract 
A lot has been 
said about poor and good coding practices, 
vulnerabilities and countermeasures. However, 
we are still failing to understand that what 
happens on the client-side... usually doesn’t stay 
there! The validation and sanitisation of user 
input and processing of logical decisions have to 
be carefully designed, implemented, tested and 
secured. 

During this talk, we’ll discuss the attack surface 
of web and mobile applications, the OWASP 
proactive controls, the OWASP Application 
Security Verification Standard (ASVS), how to 
test and identify the root cause of common 
vulnerabilities and much more if time allows.

Bio 
Colombian, Computer Science Engineer, Masters 
in Cyber Security and security consultant. I 
am the Global Media Relations Coordinator 
for Women in AppSec, an occasional speaker/ 
writer and kind of a hacker. 

Download our FREE community 
version of Incident Response 
Management Platform, CyberCPR:
www.cybercpr.com/getting-cpr/

 @LogicallySecure and
 @CyberCPR

Try our FREE Incident 
Response Management 
Platform, CyberCPR
Established over 10 years, we provide 
services from Advanced DFIR and 
Penetration Testing to CE+ audits and 
retained in-house Cyber Consultancy
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Download our FREE community 
version of Incident Response 
Management Platform, CyberCPR:
www.cybercpr.com/getting-cpr/

 @LogicallySecure and
 @CyberCPR

Try our FREE Incident 
Response Management 
Platform, CyberCPR
Established over 10 years, we provide 
services from Advanced DFIR and 
Penetration Testing to CE+ audits and 
retained in-house Cyber Consultancy

BELFAST
2018

BELFAST
2018

126391  BSides Belfast 2018 Conference Brochure.indd   23 19/09/2018   13:21



126391  BSides Belfast 2018 Conference Brochure.indd   24 19/09/2018   13:21


