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SPEAKERS ABSTRACTS & BIOS

IT'S NEVER DNS... IT WAS DNS:
HOW ADVERSARIES ARE ABUSING
NETWORK BLIND SPOTS

09.45 | TITANIC SUITE

SPEAKER 1

EDMUND BRUMAGHIN

Bio:

Edmund Brumaghin
is a threat researcher
with Cisco Talos.

He has spent

the past several
years protecting
environments across
a number of different
industries including
nuclear energy,
financial services,
etc. He currently
spends his days hunting malware and analyzing
various threats as they emerge and continue to
evolve. In his time with Talos he has researched
ransomware and other threats being distributed
using various attack vectors. He has also worked
to expose large scale malware campaigns and
raise awareness of security threats observed
across the threat landscape.

SPEAKER 2

EARL CARTER

Bio:

Earl Carter has always
had a passion for
solving puzzles and
understanding how
things operate. Mr
Carter quickly learned
that identifying security
weaknesses is just
like solving puzzles.
Over 20 years ago,
he was introduced

to network security
when he accepted a

position at the Airforce Information Warfare ™ !
center in San Antonio, Texas. In 1998, Mr \\ \
Carter starting working Cisco and became

one of the founding members on the Security
Technology Assessment Team (STAT). After
spending 15 years identifying new security

threats and assisting product teams in hardening
their devices and software to mitigate those
identified security threats, Mr Carter became

a Threat Researcher for Cisco Talos. Now he

spends his time hunting for new threats against

live customer networks by examining various
intelligence feeds and data sources. Among Mr
Carter’s significant contributions to Cisco are
multiple security patents and authoring three

Cisco Press Security Books.

Abstract:

While DNS is one of the most commonly used
network protocols in most corporate networks,
many organizations don’t give it the same level
of scrutiny as other network protocols present in
their environments. Attackers have recognized
this and have begun increasingly abusing DNS
to establish command and control channels,
exfiltrate sensitive information and bypass many
of the common security controls in place to
protect corporate networks. DNS has become
increasingly attractive to both red teams and
malicious attackers alike as a way to easily
subvert otherwise solid security architectures.
These techniques are no longer reserved

for nation states and are now being actively
leveraged by organized crimeware groups

as well. This presentation will provide several
technical breakdowns of real-world attacks that
have been seen leveraging DNS for a variety of
purposes such as DNSMessenger, DNSpionage,
and more. We will also cover examples of the
types of payloads being seen in the wild, how
to hunt for these types of threats, and how
organizations can equip themselves to better
defend against these sorts of attacks.
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SPEAKERS ABSTRACTS & BIOS

BUILDING THE BEST TEAM TO HUNT
THE BIGGEST THREATS

10.30 | TITANIC SUITE

MARTIN LEE

Bio:

Martin is technical lead of security research,
and manager of the Outreach EMEA group
within Talos, Cisco’s threat intelligence and
research organization. Martin started his career
researching the genetics of human viruses, but
soon switched paths to follow a career in IT.
With 16 years of experience within the security
industry, he is CISSP certified, a Chartered
Engineer, and holds degrees from the universities
of Bristol, Cambridge, Paris and Oxford.

Abstract:

If you’re not actively
searching the bad
guys in the network,
you will never find
them. However,
building a successful
threat hunting team : :
requires more than s e

just tools and data. In f

this session, discover F' i
the secrets behind the " / ‘
award winning Cisco

Talos team and how 20th century attitudes

to building and managing a team need to be
rethought for the 21st century.

Affiliation: | am an employee of Cisco.

TICKET TO RIDE: NEW ATTACKS
ON THE MIFARE DESFIRE EV1
SMARTCARD USED IN PUBLIC
TRANSPORTATION

11.45 | TITANIC SUITE

RORY FLYNN

Bio:

Rory Flynn recently
finished a degree in
Computer Science in
Trinity College Dublin.
He is interested in
privacy and digital
civil liberties, and
enjoys playing CTFs
in his spare time. He
currently works as a
security engineer in
Dublin.

Abstract:

NXP’s MIFARE range of smart cards are used
around the world in access control and in public
transportation. In fact it’s very likely that you
have one in your wallet or purse right now. The
MIFARE DESFire EV1 variant uses encryption

to secure communications between reader

and card, and is particularly popular in public
transport systems. This presentation will publicly
disclose new protocol-level vulnerabilities

in the DESFire EV1s legacy and modern
communication modes, which enable attacks
specific to public transport ticketing systems.
Responsible disclosure has been carried out
with NXP and one national transport operator -
their respective responses are discussed in the
presentation.




OPERATION TRIPOLI

13.30 | TITANIC SUITE

ASEEL KAYAL
(Twitter handle: @CurlyCyber)
Bio:

Aseel is a malware
analyst at Check

Point Research. She
joined Check Point as
a security analyst in
2016. She received her
bachelor’s degree in
Computer Science and
English Literature, and
speaks Arabic, Hebrew
and English. Aseel’s
research mainly
focuses on threat groups and cyberattacks

in the Middle East. Some of her work was
presented at security conferences such as Virus
Bulletin, TheSAS2019 and Botconf.

Abstract:

Libyans, along with other citizens in Arab
countries, believed that the deteriorating
political and economic situation of their country,
as well as their basic rights, could improve

by overthrowing the tyrant in charge. What
followed in the years after was far from the
visions and dreams people had in mind during
the Arab Spring: The struggle over power along
with the fear of second revolutions left those
countries in a state of chaos, enforcing a stricter
regime, suppressing any dissidents and fighting
their inner wars.

This makes politically-themed malware a
particularly efficient bait for attackers to use
against victims in this region, who because of
this instability can be easily persuaded to click
on a link promising them updates about the
most recent developments, news about the
latest attacks, or scandals involving government
officials. Our investigation into a Facebook page
using this decoy content to spread malicious
links led us to one such attacker that was quick
to realize the efficiency of those methods, and
who leveraged his knowledge of the Libyan
political arena to lure unsuspecting victims.

This single Facebook page soon revealed a
large-scale operation when we were able to
trace the attacker’s activity on the social media
platform, and find other related pages he was
taking advantage of using a unique identifier: his
grammatical mistakes.

The attacker did not develop his own payloads,
but used off-the-shelf scripts and remote
administration tools to compromise the victims’
devices instead. However, this combined with
his acute social engineering tricks and access
to popular Facebook pages with tens of
thousands of followers made his job a lot easier,
and allowed him to have a quick access to
thousands of victims.

This talk will cover how we mapped a wide
network of Facebook pages that the attacker
was operating for several years, how we found
sensitive material and documents the attacker
stole from Libya’s officials, and lastly how we
were able to take this operation down with the
help of Facebook.

NICE ONE, DAD: DISSECTING A RARE
MALWARE USED BY LEVIATHAN

14.00 | TITANIC SUITE

BRIAN BARTHOLOMEW

Bio:

Brian Bartholomew is a US
based principal researcher
with Kaspersky’s Global
Research and Analysis
Team (GReAT). He has
previously spoken at Virus
Bulletin, CanSec West,
SANS, SAS, as well as
many closed-door private
conferences. He was a co- ‘ )
author of “Wave your false - ~—
flags! Deception tactics
muddying attribution

in targeted attacks*
published at VB in 2016. His career includes
working for the US Department of State (2001-
20009), overseas on a contract with another
government (2009-2012), iSight Partners (2012-
2015), and now with Kaspersky (2015-present).

BSides BELFAST 2019
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SPEAKERS ABSTRACTS & BIOS

Abstract:

Leviathan’s appearance has gone by without
fanfare. However, this threat actor is consistently
targeting defense and government organizations,
engineering firms, shipping and transportation,
manufacturing, and educational institutions.
Perhaps the lack of coverage can be attributed

to their elusiveness, as they learn from previous
mistakes and improve their cyberespionage
operations to fly under the radar of defenders and
researchers alike. Recently, Kaspersky researchers
observed Leviathan (aka APT40) deploying a rare
piece of malware reserved for the most important
targets. Despite rumors of its involvement in high-
profile events, all that’s been publicly reported is
the codename, ‘DADJOKE’, and not much else.
This talk will navigate over Leviathan’s history, and
focus on their rarer DADJOKE malware. We will
explain the complete infection chain, targeting
profiles, and how victims can respond to the
group’s attacks. Fair warning: dad jokes ahead.

NUDGING SECURITY AWARENESS
TOWARDS HARM REDUCTION

14.45 | TITANIC SUITE

MICHELLE STELLA
Bio:

Michelle teaches high
school languages and
citizenship and also
does workshops in
security awareness.
USA is her spiritual
home, Brit who didn’t
vote Brexit and who
has been described as
uppity and ranty. Loves
haribo and coffee and
all things privacy. Also
dogs.

Abstract:

Security awareness for harm reduction: where
are we going wrong with awareness and how
can it be improved to reduce online harm/
stalking and abuse? Communication and
empowerment are the magic words and this talk
will show you a basic toolkit of solutions.

HOW TO INVESTIGATE I0S DEVICES

16.00 | TITANIC SUITE

PAUL RASCAGNERES

Bio:

Paul is a security
researcher within
Talos, Cisco’s threat
intelligence and
research organization.
As a researcher, he
performs investigations
to identify new threats
and presents his
findings as publications
and at international
security conferences
throughout the world.
He has been involved in security research

for 7 years, mainly focusing on malware
analysis, malware hunting and more specially
on Advanced Persistence Threat campaigns
and rootkit capabilities. He previously worked
for several incident response team within the
private and public sectors.

Talk abstract:

A lot of people still think that malware do

not exist on iOS. It is wrong. In 2018 and

2019 Cisco Talos had to analysis iOS samples
targeting modern devices mainly on targeted
attacks. When we started, we did not find
documentations about malware analysis on iOS.
In this presentation, Paul will give a feedback
about his work concerning this topic. He will
present the iOS architecture, the jailbreak
and useful tools such as Ghidra, Frida or lldb
debugger. Paul will explain how to setup a
laboratory and how malware works on iOS.
The purpose is to give at the audience the
first element to be able to start iOS malware
analysis.
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SIGNED, SEALED, COMPROMISED:
THE PAST, PRESENT AND FUTURE OF
SUPPLY CHAIN ATTACKS

16:45 | TITANIC SUITE

SPEAKER 1

EDMUND BRUMAGHIN

Bio:

Edmund Brumaghin is a
threat researcher with
Cisco Talos. He has
spent the past several
years protecting
environments across

a number of different
industries including
nuclear energy,
financial services, etc.
He currently spends
his days hunting
malware and analyzing
various threats as they emerge and continue to
evolve. In his time with Talos he has researched
ransomware and other threats being distributed
using various attack vectors. He has also worked
to expose large scale malware campaigns and
raise awareness of security threats observed
across the threat landscape.

Abstract:

The first rule of defending networks is that a
determined adversary will not be denied. This has
been repeatedly proven, with each high profile
compromise there is a new and clever way that
an adversary penetrated an enterprise. Whether
it be through the use of O-days, malware, or
kompromat adversaries are going to do whatever
it takes. As organizations have gotten better at
defending their networks, adversaries recognise
that it’s often more cost-effective to abuse their
trust relationship with a third party. This talk will
discuss the techniques we are seeing used to
target supply chains. Supply chain attacks have
continued to evolve and mature over the last
decade. We will cover the anatomy of supply
chain attacks, the history of these attacks, and
what to expect moving forward.

SPEAKER 2

NICK BIASINI

Bio:

Nick Biasini’s interest
in computers and
technology started at
a young age when he
tore apart his parents
brand new 486SX

PC. Ever since he has
been tinkering with
computers in one way
or another. Nick got his
start in security helping
protect the National
Air Space and has
been working in security in one role or another
ever since. In his time with Talos Nick has been
responsible for exposing new details to major
threats, with a focus on crimeware. This includes
exposing the Angler exploit kit, identifying new
techniques like Domain Shadowing, helping to
stop a large scale exploit kit campaigns, and
revealing clever spam campaigns delivering
malware. Nick has a master’s degree in digital
forensics from the University of Central Florida
and has worked for government and private
sector environments in his career.

BSides BELFAST 2019
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TIMETABLE

Track ONE Listing

TIME SPEAKER

TALK TITLE

08.00 Registration Opens / Coffee
X Brian Honan (BH .
09:00 Consulting) Opening Keynote
09:45 Edmund Brumaghin & It’s Never DNS... It Was DNS: How Adversaries Are
. Earl Carter Abusing Network Blind Spots
10:30 Martin Lee Building The Best Team To Hunt The Biggest Threats
11:15 Coffee Break
11:45 Rorv Flvnn Ticket To Ride: New Attacks On The MIFARE DESFire
’ yFly EV1 Smartcard Used In Public Transportation
12:30 Lunch
13:30 Aseel Kayal Operation Tripoli
14:00 Brian Bartholomew Nlcg One, Dad: Dissecting A Rare Malware Used By
Leviathan
14:45 Michelle Stella Nudging Security Awareness Towards Harm Reduction
15:30 Coffee Break
16:00 Paul Rascagneres How to Investigate iOS Devices
16:45 Edmund Brumaghin & Signed, Sealed, Compromised: The Past, Present, And
’ Nick Biasini Future Of Supply Chain Attacks
17:30 Wendy Nather (Duo) Closing Keynote

18:00

FINISH




Track TWO Listing

TIME SPEAKER TALK TITLE
08.00 Registration Opens / Coffee
09.45 Joakim Kennedy The Joulg Thief: A L90I<,,Into the Activity of “The
Cryptominer Champion” Rocke
10.30 Jason Halley Titanics Of Security - Users Aren’t The Only Problem
11:15 Coffee Break
11.45 Leo McCavana Offensive Ansible for Red Teams (Attack, Build, Learn)
12:30 Lunch
13.30 Ivap leatkOWSk' @ LuckyMouse: The Big Picture
Felix Aime
14.00 Dan Raywood State Of Cybersecurity Report - Extended Play
14.45 John McCabe Compliance As Code With Open Policy Agent
15:30 Coffee Break
Nick Summerlin & . A :
16.00 Jorge Rodriguez Demystifying QBot Banking Trojan
16.45 Sebastien Larinier A Year Hunting In A Bamboo Forest
18:00 FINISH
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SPEAKERS ABSTRACTS & BIOS

THE JOULE THIEF: A LOOK INTO THE
ACTIVITY OF ‘THE CRYPTOMINER
CHAMPION’ ROCKE

09.45 | OLYMPIC SUITE

JOAKIM KENNEDY

Bio:

Joakim Kennedy is the
Threat Intel Manager
for Anomali Threat
Research.

His job involves playing
with malware, tracking
threat actors and
everything else around
threat intelligence.

Abstract:

In August 2018, Cisco

Talos released a report on a new threat actor
that they named “Rocke”. Even though their
activity was exposed to the public, they have
not slowed down their activity and instead
constantly evolve the tools and techniques to
increase their potential targets.

This talk will look into the actor’s activity and
how it has changed from the first campaign to
the most recent active campaign. We will take

a look at the vulnerabilities used by the group
to gain foothold on public facing infrastructure
to install cryptominers. It will also include an
in-depth look at malware, tools, techniques, and
procedures used by the actor. At the end of
this presentation, the audience will know how to
protect their CPU cycles from being stolen by
Rocke.

Unfortunately, already stolen joules cannot be
returned.

TITANICS OF SECURITY - USERS
AREN’T THE ONLY PROBLEM

10.30 | OLYMPIC SUITE

JASON HALLEY

Bio:

A rookie to the security
industry, Jason is
studying for a BEng

in Cybersecurity at
Edinburgh Napier
University and is
currently on placement
working in threat
intelligence at Alert
Logic. Likes: The death
of flash. Dislikes: SMS
2FA.

Abstract:
We all make overconfident mistakes from time

to time, but when the consequences are fines,

ID theft, or worse then every error is one too

many. In this talk, I'll take a closer look at some

of the big SNAFUs, what went wrong, and what /
lessons can be learned. It’s not about applying

blame, it’s about learning from failures to ;

prevent future tragedy, just like the Titanic.

BSides BELFAST 2019



SPEAKERS ABSTRACTS & BIOS

OFFENSIVE ANSIBLE FOR RED TEAMS
(ATTACK, BUILD, LEARN)

11.45 | OLYMPIC SUITE

LEO MCCAVANA

Bio:

Leo (@jckhmr_t) is a Red Team Operator for a
Fortune 500 company,
having previously
worked as tech writer,
security architect and
penetration tester in the
last 15 years. Leo has

a passion for learning
new ways to apply
automation for offensive
security purposes and
passing that knowledge
on to others. Known

by his peers for his -vvv
attention to detail, Leo’s
focus isn’t just on ‘breaking things’, but more so
on helping people understand how systems can
be made more secure.

Abstract:

‘DevOps’ focuses heavily upon using a variety
of automation technologies, whether that

be for spinning up new infrastructure for
Agile development teams or pushing code
through a ‘continuous integration/continuous
delivery’ pipeline. One popular player used
in this space is a configuration management
tool called ‘Ansible’. This presentation will
be about using that technology for offensive
purposes from three perspectives: attacking
a target environment, configuration of an
attack infrastructure and creating a training
playground.

From an attack perspective, the story begins
from the initial compromise of a server that acts
as a controller for an inventory of workstations
and servers. Topics such as lateral movement
and privilege escalation will be covered along
with exfiltration of data and persistence. The
attack discussion will also cover how an Ansible
infrastructure can be used to attack other
network components - effectively becoming

part of your attack infrastructure. Practical
recommendations will be given on protecting an
Ansible infrastructure, Blue Team advice on how
to detect malicious Ansible activity as well as
some tips for Red Teams on how to avoid Blue
Team detection.

LUCKYMOUSE: THE BIG PICTURE

13.30 | OLYMPIC SUITE

SPEAKER 1

IVAN KWIATKOWSKI

Bio:

lvan Kwiatkowski is

an OSCP and OSCE-
certified penetration
tester and malware
analyst working as

a Senior Security
Researcher in the
Global Research and
Analysis Team (GReAT)
at Kaspersky Lab.

Ivan day to day job
occasionally involves
incident response and
delivering training. He maintains an open-source
dissection tool for Windows executables and
his research was presented during several
cybersecurity conferences in Europe. As a
digital privacy activist, he also operates an exit
node of the Tor network.

Ivan unwittingly rose to internet fame as a
vigilante hacker by talking tech support scammers
into infecting themselves with ransomware.

Abstract:

LuckyMouse (aka Emissary Panda, APT27) is a
Chinese-speaking threat actor which has been
around since 2012. While its activities have
been fairly well documented over the years,

it is still active today. When groups have been
around this long, it can be helpful to take a step
back and look at how they have evolved or
re-examine past incidents, to understand how
everything ties together.

16



In this presentation, we will take a deep dive
into LuckyMouse’s methodologies, history, and

finally share what they have been doing in 2019.

SPEAKER 2

FELIX AIME

Bio:

Félix Aimé is an
autodidact in the
fields of computer
security and
geopolitics. He joined
the French National
Cybersecurity Agency
in 2013 to develop the
Threat Intelligence
investigations and
related capabilities. In
mid 2017, he switched
to the private sector
and integrated the GReAT team of Kaspersky
Lab to work as a Threat Intelligence researcher,
mainly focused on APT (Advanced Persistent
Threats) and other things.

Abstract:

LuckyMouse (aka Emissary Panda, APT27) is a
Chinese-speaking threat actor which has been
around since 2012. While its activities have
been fairly well documented over the years,

it is still active today. When groups have been
around this long, it can be helpful to take a step
back and look at how they have evolved or
re-examine past incidents, to understand how
everything ties together.

In this presentation, we will take a deep dive
into LuckyMouse’s methodologies, history, and

finally share what they have been doing in 2019.

We would also prefer if this talk was *not*
recorded because we intend to share some
attribution information that is not, as far as we
know, public.

STATE OF CYBERSECURITY REPORT - '\ \’
EXTENDED PLAY N\

14.00 | OLYMPIC SUITE
DAN RAYWOOD

Bio:

Dan Raywood is

a journalist with

more than 18 years
experience, including
11 years covering
cybersecurity including
covering ground-
breaking stories such
as Stuxnet, Flame and
Conficker, the online
hacktivist campaigns
of Anonymous and
LulzSec, and broke

the news on the EU’s mandatory data breach
disclosure law (now a major part of the GDPR).

In his day job at Infosecurity Magazine, he
looks after the official webinar channel and
contributes to the twice-annual Online Summit
and writes articles for the print magazine and
website. He has spoken at events including
44CON, SteelCon, Infosecurity Europe,
SecuriTay and BSides Scotland.

Abstract:

This year Infosecurity Magazine conducted
industry-wide research to determine the top
trends driving cybersecurity now, and into the
future. This talk will cover what those trend
were, what the sub trends were within them
and what those interviewed said. This will also
feature new research on how these trends are
affecting those coming into this industry, and
education and training elements they require.

BSides BELFAST 2019
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SPEAKERS ABSTRACTS & BIOS

COMPLIANCE AS CODE WITH OPEN
POLICY AGENT

DEMYSTIFYING QBOT BANKING
TROJAN

14.45 | OLYMPIC SUITE

JOHN MCCABE
Bio:

John McCabe is staff
engineer at Proofpoint
Belfast. He is
passionate about open
source, supply chain
integrity, and learning.

Abstract:

In this talk we’ll

dive into the CNCF
Incubator Open Policy
Agent (OPA) project,
looking at its use as
an AdmissionController to secure Kubernetes
clusters and its broader use as a mechanism for
enforcing custom security policies on arbitrary
structured data.

Delving into the Kubernetes use case we’ll look
at the use of OPA from the perspective of the
teams managing the Kubernetes infrastructure,
those creating and managing policies and the
end users interacting with clusters where policy
is enforced at the API level.

We’ll demonstrate the creation of policies

using OPAs native query language REGO, how
to write tests and integrate them into your
pipelines, deploy them to a cluster and also how
they can be used to enforce policy with other
tools such as Helm, Linux-PAM, Kafka or Ceph.

16.00 | OLYMPIC SUITE

SPEAKER 1

NICK SUMMERLIN
Bio:

Nick Summerlin has
been tracking and
disrupting botnets
since 2010. He
currently leads the
Malware Intelligence
team at Intel 471. His
professional interests
include distributed
proxy networks, data
collection at scale,
and frustrating cyber
criminals.

Abstract:

QBot is a banking trojan that has been used

by financially motivated cybercriminals since

at least 2007 and is still under active use

and development. This talk will cover QBot’s
technical capabilities, behaviour and operations.
We will talk in detail about the tactics used by
the operators behind QBot to evade detection
and security solutions such as use of “living off
the land” binaries and signed executables.

Some of the technical elements of QBot we

will cover are its unique C&C protocol (use of
multiple layers of encryption, cryptographically
signed messages, custom protocol, obscure
compression algorithms), its mechanism to
spread in a wormlike fashion via network shares,
its use of universal plug-in and play (UPnP)

to convert infected machines into C&C proxy
servers, its automated brute-forcing of Active
Directory accounts and much more.

BSides BELFAST 2019
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SPEAKERS ABSTRACTS & BIOS

SPEAKER 2

JORGE RODRIGUE

Jorge Rodriguez : Sesh
is a senior
malware analyst
on the Malware
Intelligence team
at Intel 471. His
professional
interests

include reverse
engineering
malware families
and their
communication schemes and connecting the
dots among different cyber-criminal groups.

A YEAR HUNTING IN A BAMBOO
FOREST

16.45 | OLYMPIC SUITE

SEBASTIEN LARINIER

(@sebdraven) Senior Researcher

Bio:

Sébastien Larinier is
a Senior Researcher
and Incident Handler.
Member of the
honeyproject chapter
France and co-
organizer of botconf.

Sébastien focuses
his work on Threat
Intelligence, malware
analysis, network
forensics, early
compromise detection and forensic.

\ 3
As a Python addict too, he supports differer}‘{\ \' / /

opensource projects like Yeti, FastIR, veri-sig, \\ { /
Oletools, pymisp, and malcom... -|
Abstract: N

During one year, I'm hunting different Chinese
threat actors who are very active in South east \
and Minor Asia. This conference shows the

sharing capacities between theses actors and

details the differents TTPs during this year:

- rtf exploit CVE_2017-1182 and CVE-2018-0798
8.t kits

- the different backdoor was uses ( PlugX,
NewCoreRAT, Winnti...)

- the infrastructure (dns names, IP addresses,
email...)

| explain the methology of hunting, how to
design yara rules to target theses groups, the
code reused between the different backdoors.

BSides BELFAST 2019
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