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9 ELCOME TO $5IDES $ELFAST A
COMMUNITY DRVEN EVENT BROUGHT TO
UFE THANKSTO; 17

6 HIS EVENT SHINES BRGHT WHEN EACH OF
YOU GETSINVOLVED AS ITYs BUILT AND
POWERED BY VOLUNTEERS FRFOM OUR
INCREDIBLE INFORMATION SECURTY
COMMUNITY 50 LETYS BE MINDRUL
RESPECTRUL AND ENJOY THE OPPORIUNITY
TO CONNECT AND SHARE IDEAS 9 ETRE ALL
IN THIS TOGETHER AS EQUALS AND THATYS
WHATMAKES THIS EVENT SO SPECIAL FOR
EVERYONE

9 EYRE THRLLED TO BE BACKIN AND
THE PROPOSALS FORTALKS THIS YEARWERE
ABSOLUTELY FANTASTIC # MASSVE THANK
YOU TO EVERYONE WHO SUBMITIED” WE
COULDNIT HAVE DONE THIS WITHOUT YOU

SERVWKH'

9 E ARE HUGELY EXCATED TO WELCOME
$5IDES $ELFAST TOTHE ' UROPA
* OTELONCE AGAIN

6HE ' UROPA HAS ON SI'TE RESTAURANTS AS
WELLAS HOTELFACILTIES HISALSOWITHIN
A SHORTWALK OF THE U TY %ENTRE IFYOU
NEED ANYTHING AT ALL YHECK OUT

HTTPS BSIDESBELFASTORG SCHEDULE
FORFRULL DETAILS OF TIME AND LOCATIONS OF
EVERYTHING TAKING PLACE TODAY

9 E{VE GOT AN AMAZING LINE UP OF
SPONSORS THIS YEAR SO BE SURE TO SWING
BY SAY HELLO VISITTHEIRWEBSTES AND
GIVE THEM A BIG THANK YOU FORBRNGING
THISEVENT TO UHE

$5IDES $ ELFAST EXISTS BECAUSE OF THE
DEDICATION OF OURSPONSORS
VOLUNTEERS AND CORE TEAM + YOUTD
LKE TO BE PART OF THE MAGICIN THE
RUTURE WE'P LOVE TO HEARAHOM YOU
YHAT WITH US DURNG THE EVENT ORDROP
US AN EMAILATINFO' BSDESBELFASTORG

6 HISDAY ISALLABOUT; 17 THE BRLLUANT
CYBERSECURTY COMMUNITY OF
$ELFAST SOGETINVOLVED SOAK ITALLIN
AND MOSTIMPORTANTLY HAVE AN
AMAZING TIME

D

AN SUMMARY OPENING ADDRESS WILL
BEGIN AT AM LUNCHWILLBE
PROVIDED ALONG WITH REFRESHMENT
BREAKS THROUGHOUT THE DAY TALKS WILL
HNISH AT PM FOULOWED BY THE
AFTERPARTY AT* AYMARKET $ ELFAST

PM

2ROCEEDS COLLECTED FFOM THE CHARTY
STICKERSTALL ARE IN AID OF/ ARE YURE
* EAD OVERTO THE CHARTY STICKERSTALL
FORWRSIBANDS FORENTRY INTO THE
AFTERPARTY
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9 ELOCOME TO $5IDES $ELFAST

6 EN YEARS AGO OURSMALL GROUP OF VOLUNTEERS PUT $ELFAST ON THE
$5IDES MAP 5INCE THEN $5IDES HAS GROWN BEYOND WHAT WE
IMAGINED KEEPING PACE WITH THE THRVING CYBERSECURTY SCENE IN
0 ORITHERN HRELAND # T OURCORE NOTHING HAS CHANGED 5TILL DRVEN BY
COMMUNITY AND SECURTY SITILL ENTIRELY VOLUNTEERRUN STILL WITHOUT
A SALES PITCH IN SIGHT AND STILL A DAY OF ENERGY SHARNG AND GREAT
FUN

6HS YEAR WE MARK TEN YEARS AND EIGHT EVENTS WITH A SPECIAL
ANNIVERGARY DISPLAY CABINET LOGO GRAB SOME OF THE SINICKERS
$EHIND IT SITMONTHS OF EVENINGS AND WEEKENDS FRFOM A TEAM WHO
DO THIS FOR THE LOVE OF IT THE SAME THANKS GO TO OUR SPONSORS
SPEAKERS AND HOSTS WITHOUT WHOM I T COULD NOT HAPPEN 6 HEIRWORK
HAS BUILT THE DAY THE RESTIS DOWN TO YOU STEP OUT AND SAY HELLO
ESPECALLY IF THIS IS YOURHRST TME ORYOU VE COME ON YOUR OWN
# SK QUESTIONS TALK TO THE VENDORS MARK THE TALKS YOU DON T WANT
TO MISS GET STUCK INTO THE ACTIVITIES AND SOAK UP THE ATMOSPHERE
#ND WHEN THE DAY IS DONE COME AND UNWIND WITH US AT THE
AFTERPARTY

a/ |ICHELE 5IMPSON %HAIR
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) FOUND (LOOR ' UROPA" XHIBITION “ENTRE 400M FORTHE / AIN 6 RACK OF THE
CONFERENCE

.EVEL 6HE . IBRARY $AR 6RACK %ONFERENCE 6 ALKS

.EVEL  6HE 2IANO $AR # TIENDEE 4 EGISTRATION

.EVEL 6HE) RAND $ALROOM . UNCH %OHFEE $REAK# REA 5PONSOR' XHIBITION
SPACE AND YOMMUNITY 5SPONSOR' XHIBITS

.EVEL  $USINESSYENTRE 5PEAKER) REEN40OOM 3 UET400M %HILDCARE # CCESSBLE
$ATHROOM

. EVEL 2ENTHOUSE 9 ORKSHOPS

6HIS IS A NOALEOISBERRATION OF TMEOURIOBHOWING THE AREAS IN
THE CEDRENCE O6HE CONNECTIONS BETWEEN THE FLOAH® RRE B6BI
EXCEPOR BETWEEN THE .IBRARY $AR AND THE )RAND $AL
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6 HERES A REASON THESE ALWAYS STAY THE SAME THEYTRE IMPORIANT TO US

e $E RESPECIFULOF EACH OTHER
2ARNCIPATE - # TIENDEES, ARE NOTJUST AN - # UDIENCE, AT$5IDES 9 E HAVE
CONTRBUTORS AND MEMBERS SO
4EMEMBEREVERYONE HAS SOMETHING TO CONTRBUTE SO ALLOW OTHERS INTO
YOURCONVERSATIONS
& ON{TBE SCARED TO JOIN A CONVERSATION IN PROGHESS
1 YOUTRE JOINING A CONVERGATION  INTRODUCE Y OURSELF
15 OK TO MOVE HFROM GROUP TO GROUP
e 4EMEMBERTO MUTE ORSWITCH OH YOURDEVICES WHILE IN PRESENTATIONS
e 7 SE THISOPPORIUNITY TO NETWORK AND GET TO KNOW OTHERM EMBERS OF THE
COMMUNITY
o G6FREATTHE ENVIFONMENTWITH RESPECT
o 4EMEMBERTO VISITAND THANK OURSPONSORS 9 ITHOUTTHEM WE AND YOU
WOULDNYT BE HERE
e *AVE FUN

+' B/He {\W BHHOB#BHWE ; TLB BAW a+iB[ B
HWBRe [a#BBB[g W IB
, HHOBHWB( B[+ [PH;eBa W BBR( B;e B\[( Ma

1RMV

2ZHOTOGRAPHYOU NOTICE ANY®NEPIRED BY TENAYS & NX W

WITH A YELLOW LAXYY®BDD THETO BRART OF THE AXCT IORNARE

PREFFR NOT TO BE PHOTOGRAPHENRELRAKSEON THE LORKOUT F

BE CONSIDERATE AND RESPECENTHEIBIAGTUNYVYEBRS$BIDES 60

CHOICE REGISTER YOUR INTEREST DROP |
ING"BSIDESBELFAST ORG

(OR THE HEALTHTAWDPFSAEL OUR

ATTENDEES WEASGKDKXIOU TO RBHRANKN YOR FOUR COOPERATION Al

FROM CONSUMIR® ANC TR UNDERSTANDIXNG H'EN JBIRNEMN C E

CONTAINING NUTS EREMNMEECONF

VENUE
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$10
%REATOR MBMAL9ORLD [ #UTHOR OF G6HE
7N OATURAL *ISTORRDBF /ALW

.ENA ;U AKADAMMBVBA IS AARELW

RESEARCHER ARTIST AND AUTHOR 5HE CREATED THE
IAIMONS AKAAREWONSTERS ILLUSTRATED
CREATURES THAT BRING MALECAQ@DS CODE TO LIF
CONNEEBHERSECURITY WITH SCIENCE LITERATURE
AND ART *ER UPCOMING BOOK WITH 00 5TARCH 2RESS
6HE 7N OATURAL *IST@AQRE OB TADWES

MALMWRE THEYW 8ICTORIAN NATWIRALIST W

STUDY A NEW SPECIES

.ENA HOUNDED GLOBARMAKKIS COMMUNITIEGGRVWMB INCLUDING
IALVARE 8ILLAGE DISBEHRTRDME OPERATIONS PUBLISHEDYBRESEARFR
TOOLS AND TAUGEHRTSATERRINWNWWIDEO REEMARE SHERWED IN COMPUT
ARCHITECTURE COMPILER RESEARCH AND %27 DESIGN 6O0ODAY S
KEENOTE SPEAKER ON THE HUMAN AMBDTECHO MAGICIOUS CODE

# BSTRACT

(OR CENTURIES 8ICTORIAN NATURALISTS M@AQREDSEX B SOERMWHEAQ I
CLOSYEULLUSTRATING IT BY HAND AND GIVING IT NAMESTIENTS TA
GAZE ON MAARBV

+ WILL INTRODUGB NSEEAKRAAREWONSTERY @GQFWSEEING MALICIOUS
AS SPECIMENS WITH ANATOMY BEHAVIOR AND A PLACE IN AN EC
WILIRBSENT THE .ENAEAN 6AXONOMY A .INNABBEK [MNAPN RCHA FRIAM
MALWRE BYBHAT FUNCTION AND DEFINING TRAIT

%ATALOGUINGRMATLAMAS WRIDGES ART SCIENCE Y BHERSAETWWRAEITANDBR
MAKES MSEOR THE ENDWBRUNEGO¥ BOOKS

.ET S DIEROVWHE FANTASTIC MWOROCERTORAMMNIS TOGETHER
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9 HATTHE 4EAL# +# TIACKS OF THE . AST6 WO

; EARS# CTUALLY 6 AUGHT 7' S
$10
(OUNDER " 50BNYAA S5ECORI#Y F
#GENTS #BSTRACT
+ M THDORDER %'l OF BGNKRX.A 6HIS TARKKW THROUGH REAL BR
+RISH #+ SECURINY EWMPING SYSTEMS AND PULLS OUT THE C
DETECTIONRANE CTORN# F BENEATH THE SURFACEWIRD GRA

APPLIATIONSORKWD AT /ICROSOFT EADSESERVANLCERVIN SYSTEMS B
90RKDAYYBERSECURITY AND CLORBPOPLE WHO THOWD HBIEBANREEF U L
INFRASTRUCTURE RECGONMPNETED MYL SHOW WHAT HAPPENE DI HE K
MASTERYT$BINRGECURITY AT 7% & HANXEFUL OF MISTAKES THAT KE
+ ¥ BEENORKING TO SECURE #30 YOAINCRECOGNISE THEM IN Y«
AGENTS AND CHAMATEOR &®PMET STKCBEORE TYHEE DISCLOBEKEDB
INJECTION AND REKSTHDRKTIYAIL YOU AWT SECUBRRTH#+FGROUNDED
WITH QRGSATIONSANAWMIGIHE SECURMTDYENCE COME SEE WHAT THE
CHALLENGES OFNDERGENTIC #+ ATTREAN TEACH US

OOV F XD,

3 7 94Y YHANGING 0 EWORK Y%OMM S

#BSTRACT
#S DENSES BECOME RMOOARCH IV
$10 RELIBAE (IENHERED EGRESS IS DIS/

2RINGLPEENSEVSECURITY 'NGINEER % TRBPTFOCOL UNDEREE2ANC
5TUART IS AAZRIWGIREER ON THE ' URN MESSAGES INTO SOMETHIN
IFENSEVSECURITY TEAM AT -LARNAT Wy EREIPLING SESSION MANAC
HEGCUSES ON 4ED 6EAMING 7NIRRREB/NG AND TIME XAMS NOE fHLOW
GENERAL 5\WRIN6B KERY *E S BEENT8|\|3AUSE037+% e SIENID 15158k 2 +0
A nSeaIoe oF Fus A e, SRR ITan s
SECTOR SE®RRUBRRBDS OF ADIEEC

DURING WHICH TIME HE S BEEN A'Eygdéﬁél\'gﬁféﬁ';ﬂis US;E)MOMPBNUGT )
AND TRAINER ANBLEREDDEVSMALL ERQ)G

ARSENALFORSEFTOOQR BOTH secTOMSIARITY WMLTHELHE FINER D









0 DURYAN DY

O ETWORKS 1 NE ( UPPER<ERD / APPING
THE 9 IRELESS 6 HREAT . ANDSCAPE OF 0 ORIHERN
HELAND

#BSTR/ACH

OEARLONE IN TEN 91 ORKBTACRO S,

0ORTHERN +RELABRTSIBEO2DA cr ne (OREDSHTQNNDERAL ‘TH
PROTOCOR SAEED N DUE TO KN&¥R AND %YBER 5ECURITY %0
CRYPTOGRAPHIC WEAKNESSES

6HIS TARKSENTS AYSBBIEVEURN |, 110 sURNS CSUNBEE OF 5ECUR|

OF NETRIKS USING COMMODIhRES|IGBB . A(. A 0ORTHERN +F

HARIMWE INCLUDING A (LIPPER 4ERQ IR hEPENBERSECURITY RE
THOSE OEESIERV AERTISED bpp ACTICE SPECIALISING IN WIRE
925 AND WERE OPEN DERAUELSGENT 15+06 AND THREA

55+&S WERE COMMON NEAR SEN’SElTllélAN ECBUG BOUNTY RESEAR
LOATIONS 9KARNMINE REALISTIC UNDER THE HANDLE M R AL ON +

SCENARIGEVNNG 925 2+CERECOV*A(KER1NE
OPEN NBERXK EADROPPING AND EVIL

TWINS LINKED ORREBRCBDENT

" HQV3RGIXIAL

19 #52 26- SECURTY 6ESITING9 HERE THE
$ FOWSER+S THE 5OURCE OF 6 RUTH

$10 #BSTRACT

#PP5EC 5PECIALIST &#56 5#56 +#®HIS[ TALK INTROM®IRPCESNBEST -1°
19#52 $ELFAST %YHAPTER#EADER 2689 A BROWSHRTNOAOUKIT THAT
26- REATOR TESTING CLOSER TO WHIBRE ARRF
&ENIS 20DGURSKII ISTAOINAPPC UR FIMLXPEAINYW2H6 - XEISTS AND HOW |
SPECIALIST WITH NERARIENDEEE COMPLEMENTS #PHRED OW S
ACROSS &#56 5#56 MAONNIFIED6ON 6HROUGH &#56 5#56 +#56 AND
MAKING SECURITYRRAESRLOHS P DREW XEAMPLES WEAMLNE
MODERN WEB APPS AND REAL USEARUFHEWBED BFLOWS 52#S CLIEN
IS THE#52 $ELFAST %YHAPTER .EADPDRERANDPEQUESTS TOKENS AND
THE CREATOR MAINTABNEROF 19 #TTENDEES WHIUNBERSTANDINC
2ENG6EST -IT &ENIS ALSO CONTRIB-UHIHS POID HHEOW B R CBNBERT NNAG
WIDER #92 ECOSYSTEM INORWDIN@G NWINRPOE MANUAL AND AUTOMAT
INTEGRATIN®21D6- INT @GSN <#2 COKERAGE

WORKFLOWS
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( FOM %ODE TO %OVERAGE # &ETECTION
" NGINEERS , OURNEY 6 HROUGH THE . &# 2
9 ILDERNESS

#BSTRACT

$10 6HIS TAUKBEWS A SIX MONTHROM
2RINGLP&ETECTION 'NGINEER " *MNTRRBRSS BROKEN 5I1GMA RULE T
#NDREW SARIVZ IS A ZARIBETECTIENASION RESISTANT .&#2 DKTECT

'‘NGINEER AT *UNTRESS "OUYLL LEARSIGNHATURE BASED
#NDREW HAS PUBALTENEDINV O N DETECTION FAILS HOW TO THINI

#CTEV&IRECTORY SECURARYT IQUTARAKER ANARSER AND HOW

FOCUS ON -ERBEROS AND &#9%. BNAFREAVARIC@RPACHEN OUTSMAR™
DETECTION *E IS CO AUTHOR OR WB$EO K RBEAMSIKE 1+&

&IAMONDKEIT ATKTAC TRANSRMATIONS WHERRIRTIONS
9HEN #NDREW S NOT BUILDING DANGE T DDONEN Q&HARAMETERS TARXS B
RESEARCHING NEWEATHMNMQUES HRBJLES OREFMOVING TOAIT M EMSHQ!

ENME CHESS CHEERING ON 6OTHENHGWED TO MSKENEMATHRBMATI
*OTSPUR AND CRAFTEKRG ODHB PERFP OSSIBLE

FASHIONED
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4EVERSE ' NGINEERNG AN
1 # UTH 5UPPLY %HAIN # TTACK

$10
%OQUNDER %'l %HARTER +NC
#RT IS THBWNDER OF %HARTER 9EWILLUDDNEGIGN AND RUN POIFENTI/
@QNMAP@ GQRUAGHEN FSRETTY EOOMCLUDING ../ ASSIBDRACHPP TO
*E'S ALSO A LONG TIME MEMBERIDENW®RISHTH ARCHITECTURAL AN
.ABS AGERBEE ANDPANRKER OF 0+@&PERATIONAL CHOICER VMMIKSE CO |
EASIER OR HARDER
#BSTRACT 6HROUGH A HORNFBRIECTIV
.ETTS RECONSTRUCT AN CHATN DPERMFONSTRATIONXPWERELWAMT C
ATTRC+N THESKESATN@ OWNE NECEHBSRREN WHEN A TERNDSH DSV
BREAKS INTO YQWR CHONRRRCSAWK BREACHED THE REAL RIERPOSE
THROUGH THE DOOR USING TRUSHERBGREDADJ EASLSSALMRDCBENS EV
GRANTED ENDIORE#THREXLL INSIGHTS TO LIMIT Y#OHAISUPPL
IMPOSSIBLREENP G\R WE MAKE ATTRE

THEM HARDER!
IR WO

20ST 3 UANTUM 9%RYPTOGRAPHY # N
ANTRODUCTION IN 2LAINTEXT

#BSTRACT

9ITH THE 7- OATIONAL %YBER 5E

%ENTRE SETTING OUODR IMIELIR NEIS
$10 TO POST QUANTUM CRYPNCGEBP

550'/:7?\5'2 ?;él&viﬂéQﬁNrEim oy TGOMPLETING BRSCAND PLANNING
: Q THE QUANTUM FUTURE IS N

PREVIOX® ERIENCE AS A GECHNOJHQEgREIIIC

0 0,
AONSULTANT AT 2W5% 3UANTUM COMPUTING MAY STILL
UG NOW BE®PREIT S 'NCRYPTIQN 0 BURGTSONBRASSIC
*NTELLIGERQ@BUET WHESH GIV - pyvpToGRAPREAL 6HXP TAING BT
8§§NO|SFACT|IQC\)(NP?YOC§NM;LEITDEI lzl/(';S'B'IM'AT1YH'|§\'|\]/9TT<'S'§'§EH|ND TODAYTS |
= OW QUANTUM COMPUTING THRE
GUIDANCE THAT WILL SUPPORT 2081, JUANTUM - - 07 00
/IGRATION ACTIVITIES +NYAKS — BES . S o AR G

AWARDED 4I1SING 5TAR OF THE ;ESA&H%EREWEGOT\IOW
%YBER %OMM WAIRDS#



SUDY UM

$UILDING A DIGITALBEEHIVE 6HE CLUSTER
THATWASN TREAL BUT THE ATTACKS WERE

#BSTRACT

6HIS TALK INTRODUCHKES eHEEGEBALIO

IS SIMPLE STAND UP A CONVINGIGG FAKE

CLUSTKROBE REALISKISURIHFACBEECURITY 1PERATIOMS SR EAISIEN G

AND QUYEOBSERWOW REAARSBRIHHINGS IN &EV 5EC ANDY1IRSL™ US
INTERACT WITH THRAMK 9BERQUGHHREE AT ONCE

ARCHITECTURETA ILEVDYEWERT ONMRNAV ARIMPIS A %LOUD 5ECURITY

/IINIKUBE ARNACRLCWRKAROUNDS NGINEER BASED IN &UEIRN MREH (
VCLUSTERYS LIMITATIORNOPBENSINBGEARIS RFERRIENCE ACROSS &EVS5E
SOURCE COMPONENTS ALOWNBIBHE WS AND INCIDENT RESPONSE
MAP -UBE&ETLCODETECTIONS TO DIWEN SOURCE SECURITY TOOLS O
-UBERNETES 6HREAT /ATRIX HIWHLCGHEAEHRRESENTED AT COMMLU
IT SHINES AND WHERE IT DOESCOTRENOESHOWROSS +RELAND AN
HOW YOANAKPTHESE IDEAS IN YOWIERI HE S NOT RESPONDING TO IN
OWN CLUSTERS"WHETHER YOUYBEERKURE G HAM OWN INFRASTRUCTL
RED TEAM OR SOMEWHERE IN BESIWMERRM.-ING SOMEWHERE NEW






-HIUA 5RH

$EDTIME $UG * UNTING # ( RENDLY # NDROID
# UTH $ YPASS 5TORY

#BSTRACT
INE NIGHT WMWMIPEKDNG AROUND
$10 #NDROID ABBNP MYSELF SOMEW

*AGERBEBE 2UTS ON &UBLINMAKER!S LIGHTNING TALK I55T @ B8 UEN
PRI AGE 18 A SRR merr CURIGSITY MOBILE APPE AND RI
ENGINEER BASED IN &UBLEWANDDISKEFPYRE NOT SHAMIESTABINC
INOLED IN THE +RISH MAKER ANDP RX@NSTRATIR & AL DIW

COMMUNITY THRO WEEBBBE* AND 6HE WIDER THEMBRLS H IOF WSKIN
&UBLIN /AKER *E2RESULBENT OF THEAT HAPPENBHESHTHIS!, #TTEN
+RISH 4ADIO 6RANSMITTERS 50C{Efly LEAWMTH INSIGHT INTO MOB

ENJMS RACALC HANDS ON TECHNORHERENRTION FAILURES GOOD DI
FROM +06 AND RADIOENOr & 2D PRACTICE ANDURHOSITY PLUS E°

COMMUNIDRKSHOPS POWERFUL SECURITY COMBINATI



*KHDURWAR) IR
6 HE S5ILENT4ISKIN ; OUR$ FOWSER
&ETECIING/ AUCIOUS' XTENSIONS

$10
1RIGINNVAEROMY+ AAD KNOWN ONLINE AS
$UIO BY MANYXBOSHD TO .INUX AND
ADDICTED TO COMPUTERS AT A YEHINRB AR I FYARF AR®KEE F ON Tl
WORK AS A S51YV&EANAIOCH A BIG INTMREO R IMFRASTRUCTUR E RIOQR®KS
AUTOMATION AND THREAT INTELIBREOWGERENSIONS
/[ILLIONS OF USERE ARIERW YEAR
#BSTRACT BY MALICIOUS BROBNEIROES AS N
SROWSKRHENSIONS ARE USED BY GIFLTHENBIME IT IS THE TRUSTED
OF USERSRAGBHSAONALS WITHIN MALICIOUS AFTEIROREREGETS
ORAGNISATIONS CBOBMAHL L TASKS ANMIMAPOMISED O THEHNESEOWS WMOLD
OTHER® MORE CRMRISKS AND YEF+ WILLEDNTO THE BEHAVIOUR OF
THE ARE OFTEN IGNORED WHEN IMAIQUENBEORSIONS ANRABEIST BPS
SECURITY FOR HANDLING BROBWSHR NS )ET
READY TO LEEARN BEHAVIOURS YO
PROBA DID NOT KNOW WERE POS

" CRHORKQIRD
. EAKSON THE . IVEWIRE * OW A ( EW $LOCKED
4EQUESITS. ED TO A 5SHOCKING & ISCOVERY

$10 6HIS TAOUK GBWS OHRTNGVYON OF %
SECURITY 4ESEARCH 6ECH AAD AT +MPERAVCRIRAICUNAUTHHEEDIE %
&ANIEL ,OHNSTON IS A SECURITY IRESPHRRCBEWRRENY FROM INITIA
THE +MRERWREAT 4ESEARCH GRODPETEANIBN THROBRBY RELXT BN AL
HOLDS AN /5C IN %YBER 5ECURITPFRORR KXERASFELTRATION
SUEEN S ERISATY $ELFAST ERD HANFRASTRUCTURE

YEARS RFERIENCE IORKERAWD WEBYETLIXAMINE THE VBRILNERATHE 2
APPIATION SECURITY M T&AMPEIRY GADGET CHAINS XPEDITOI'E AND 1
SPECIALISES IN WAETBOW BIEICURITYCREPDENTIAL STEAARNEGDMRE Y
DETECTIONARBLAMWD THREAT INTEAETERNOES O6HESIMEION THEN TO

RESEARCH UNEPECTED TURNXPEGRIE HHE
COMPOMISERNEBSCTHE 15+06 TRAI
#BSTRACT THREAT ARRCHRLEDETECTION ANEL
OHAT BEIK AS 2*2 DESERIALISUSTIOMIARTFAEN GUIDANCE AND WHAT
BLOXKED BY OUR CH(ORERVOLED A EXPOSURE YR FIAIANSRFAN ANRGATIC

SRWLING CREDENTIAL THEFT OPERATION
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YOM M UNICATING WITH 34 %ODES

#BSTRACT

$ROWSERSAIY.RITAD CONTENT FROM A

WEB SERV BUT COULD WE LOAD IT FROM A

34 CODE INSTEAD! %AN WE REPLACE THE

INTERNET WITH 34 CODES !

+N THIS TALK +JLL DEWSONG TURASTIE w

34 CODES TO COMMEUMNIROSS ANRORPARE 'NGINEER XT#2ROTE
GAP AND HOW ANEBE WLSED TO $EN CQALL IS A COMPUTER VISIC
EXFILTRATE DATA OR BOOTSTRAPI XU WHERBRESWON SYST
OFLINE TRUST THAT AMNAELEIWVIDEO SIGNALS *E
9EYLL ALSO LOOKORMSTEIER BT BFPERIENCE THE AUTBHICMBUS
BAND COMMUNOGI INCLUNSIS BgPBDUSTRRIING ATEOAND 1XA *I
BROWSER PERMISSION DIALOGSLB¥S THE WEB DATA VISUALISA
PRETENDING TAME QOGITROLLERVEARING SHORTS

BHEREYJLL BE LOTS OF DEMOS AND MORE THAN

YOUAWTED TO KBNGDUM 84 CODES
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AN %
11T

/ OBILE # PPUCATION 2ZENETRATION
6 ESTING

2ARTIANFS WILL START BY SETTI
#NDROID EMULATOR AND CONFIG
ROUTE FIRAFHROUGH AN INTERCE
PREY 6HIS ESSENTIAL STEP ALLC
INSPECT @RRWCOMMUINONS BETW

J1e : THE APRTION AND KIENBASERVICE

SENIOR 5ECURITY %ONSUIMNT " BGESEo Ry S HO PESEINT OF RE B

ENGINEERING #NDRAOTDOANBPLIC

OIALL PRNMFHAS BEEN A 5ENIOR 5E9NI§+TK¥NIH’S WILL LEARN ABVWAND |

%ONSULTANT AANORB EESC YEARSANN[SE AN APPYS CONNEMGS G

S5PECIALISING IRBHESBIRRRAY OF/\ | (BAE INSIGHTS INTO HOW IT C

SECURITY SERVICES OKI/CLG_NFE)(DHQ'ITASEIE_'ITND THE SCENES

IN DEPTH AUDITS ASSESSMENTSZ,&:IQ'INIQNFI"-S“\WIS%LPLLGRE TECHNIQUE

AND PENETRATION TESRONGCREHNCL R Es cEmMMEIRINNINGINREG THE

ENSURES THANTSARGONS REMAIN gy 1Ty TO GBSERWNELAPRIION
S ABEG UARD EA MBTERVEOLVINGBER 10 prc DURING THEIR ASSESSME

THREATS 91TH A DEEP UNDERSTANPIW SRR I&lHFs wiLy ARPEISE sKI

NUANCES ANBAONEIRIEF DIGITAL S %UIBf-)-ﬁRﬁVI BASIC SECURITY TEST:
HE IS AOHIA/L ASSET TO TAINE TE@ESACIDPLAI'CION INTEGRATING EMULA

PRAYING ER®YE ENGINEERING AN

9O0RKSHOP &ESCRIPTION PINNING BY® TECHNIQUES LEARN
/OBILE APPILIGNSEHBECOME ESSENTIAL /o HouUT THE SESSION

TO MODEEN GERING GEOWNENT ACCESSTHE END OB KGR TRENFT S
TO BANKING HAEBRLTROMMUNOG | | gAYANDS OMERIENCE WITH

ENTERTAINMENT AND BUSINESS I§§§I¥NCI'II:'P§L %’%)OLS AN DOTRE THSITON

ORBNISATIONS INGREBEINGIHESE 4\ pRroiD APROIC SECUIRROVYDIRG ¢

APPS TO BRISERVICES AND HANDEE R o 1pe MDATOORVFRURTHER SKILL
SENSIH INORMATION BTHEYATO ASSESS o pMENT IN THIS AREA

THEIR SECURITY IS ANIOWOMEGNHRET

OF PENETRATION TESTING

6HIS HANDSOBRKSMHMOP INTRODUCES
PARTIENAS TO THE FUNDAMENTALS OF
#NDROID AXAIPOIC PENETRATION TESTING



+X00* DDAEPD
WINSDE THE %646 # Y%OLABORATIVE
. IVE iNCIDENT4 ESPONSE 9 ORKSHOP

2ARTIANFS WILIBORGATA CL OGHLE
FOLLOWING THE I & SOTAG VN V

$10 WORKFLOWS AND RESPONSE STRA

2H& 4ESEARCHERSTNYV%OLLEGE BakBlisANFS WILL

e EARN THE FUNDAMENTALS OF |

*AULA IS A 2H& RESEARCHER SPECN/AINREESMENT USINB 6HE>IV
+NCIDENT 4ESPONSE AT 7% & S5HE BORREAND /ATTERMOST

IASTERTS DEGREE IN YBERSECUWRKPEANDNCE A REALISTARERANS (
2ZENETRATION 6ESTINNGPERDENEE EN\NESTAGION FROM INITIAL DETE

BOTH BENBEEVANDHONSEVSECURITY THROUGHYBENALCONTAINMENT
ERAINTION REKYVAND POST
90RKSHOP &ESCRIPTION INCIDENT ACTIVITIES
+NCIDENT RESPONOGRKHRAMEWINEs 2RACTISE DOCUMENTING ACTIO
RECOMMENDED ACR IPANSPEDNDERS BUslg +NCIDENT 4ESPOREKBE FRA N
WHAT DOES THEEBEAGZB/NROCESS ¢ #NALSE INDTORS OFROOMSEE
LOOK LOKREFECURINIGTPTIONERS USING THREAT INTELLIGENCE A
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